EUSKALHAQK

BALINT VARG2ERKE019.06.22



Silent Signal cefounder
Penetration testing
Custom training
Consulting

@buherator
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Moved to pollutingthe tubesvia Twitter
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Somehits
ArubawlPS
Pandacloud infrastructure
Bitdefender
SymantecCritical SystemProtection
Trend Micro Offic&can
McAfeecrapware

Alllogic bugs

Triedfuzzingtoo
Notreallymy? 9 E =4




ABUSINGRIVILEGEPBILE ACCESS IN ANTIVIRUS SOFTWARE

Parallelresearchwith FlorianBognerand ClementLavolllotte
AVGater
AbusingPrivilegedFile Manipulation

LPEIn multiple endpoint security products
Bitdefender, Kasperskyl 1 QE9FL=; J]1 H

Myapproach Seltdefensebypass
Bare-KnuckledAnti-VirusBreaking

Primaryidea: COMhijacking



https://bogner.sh/2017/11/avgater-getting-local-admin-by-abusing-the-anti-virus-quarantine/
https://offsec.provadys.com/intro-to-file-operation-abuse-on-Windows.html
https://blog.silentsignal.eu/2018/01/08/bare-knuckled-antivirus-breaking/
https://googleprojectzero.blogspot.com/2017/08/bypassing-virtualbox-process-hardening.html

Seltdefensehidesexploitable attack surface
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