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EUSKALHACKIV



WHOAMI

ÅSilent Signal co-founder
Å Penetration testing

Å Custom training

Å Consulting

Å@buherator
Å Top Hungarian IT-K=; J=KGMJ;= >GJ KGE= LAE=ӈ

Å Moved to polluting the tubes via Twitter



BACKGROUND

ÅSomehits

ÅAruba wIPS

ÅPanda cloud infrastructure

ÅBitdefender

ÅSymantec CriticalSystem Protection

ÅTrend Micro Office Scan

ÅMcAfeecrapware

ÅAll logic bugs

ÅTriedfuzzingtoo

ÅNot reallymy?9E=ӈ



PREVIOUSRESEARCH

ABUSING PRIVILEGEDFILE ACCESS IN ANTIVIRUS SOFTWARE

ÅParallel researchwith FlorianBognerand ClementLavoillotte
Å AVGater

Å Abusing PrivilegedFile Manipulation

ÅLPEin multiple endpoint securityproducts
Å Bitdefender, KasperskyӅ 1QE9FL=;Ӆ ӈ

ÅMyapproach: Self-defensebypass
Å Bare-KnuckledAnti-VirusBreaking

Å Primaryidea: COM hijacking

https://bogner.sh/2017/11/avgater-getting-local-admin-by-abusing-the-anti-virus-quarantine/
https://offsec.provadys.com/intro-to-file-operation-abuse-on-Windows.html
https://blog.silentsignal.eu/2018/01/08/bare-knuckled-antivirus-breaking/
https://googleprojectzero.blogspot.com/2017/08/bypassing-virtualbox-process-hardening.html


HYPOTHESIS

Self-defensehidesexploitableattack surface.



ARCHITECTURE

AV Kernel Module

AV UI AV Service
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